








Fig. 1. High-Level Communication Architecture

The full-scale RAPTOR system under development consists of a distributed architecture with cooperating
heterogeneous agents located at a central command and control location, the SOCs, and the antenna locations and
includes interfaces with the antenna signal data storage server, ASDCNN, and the satellite communication schedule
distribution system. Agents at the SOCs also incorporate technologies developed in previous projects, including
MIDAS and SOC automation software (a MIDAS variant).

RAPTOR also includes a high-level SSA interface to receive detected (and potentially predicted) EMI, RFI, and
satellite events from the EMI agent. It also receives the published, deconflicted and current real-time schedules.
These are displayed in an intuitive, easy-to-understand graphical manner.

3.2 ASDCNN Functional Flow and Design
Perhaps the most important component, and one that can drive the rest of the process is the ASDCNN which uses
neural network technology to detect and classify EMI. Its functional flow is shown below.

Copyright © 2016 Advanced Maui Optical and Space Surveillance Technologies Conference (AMOS) — www.amostech.com



Known Abnormal,

Historical RTS
Supports

Behavior Types | Classification

NNs

TrnSatDP Approved for

rmoat Retraining

, Labelled Support Events S N
Real-Time RTS | AbNet Event Labelled Abnormal Events lizati >
Signals Kaidhail Tracker | + Support Type \\lsua 12a on/
Support Detections * Abnormality Type

Abnormality Detections ¢ Unknown
* No Significant Signal

Retraining List
Fig. 2. ASDCNN EMI Detection, Characterization, and Event Activity Track Functional Flow

The ASDCNN operational functional flow is shown in Fig. 2. The real-time or historical signals are ingested and
normalized for presentation to ASDCNN. ASDCNN contains the NN models learned from normal real supports and
in some cases known RFI. ASDCNN provides detections of unknown unexpected abnormal EMI in the antennae
output signals. ASDCNN also clusters these detections and provides cause names (either from user-assigned names
or default channel names) to the abnormal event activity tracker. These resulting detections, names, and abnormal
event tracks have been historically output to the NN viewer for the user. However, in this effort, we are providing
an additional layer of reasoning and logic to process these outputs to provide automatic determination of space
object culprits and predictions of future EMI resulting from these and previously known culprits.

RFI Detection Training Data Sets

Trained on LEO, GEO, and other high orbit satellite supports, including pre-pass setup time for one
(especially interesting) month of data

63 support types trained on by ASDCNN and classification NNs

3 specific known abnormal behaviors trained on by classification NNs

Trained on 273K examples, tested on 553K examples in all data at 2 second rate

2070 inputs including sin/cos TOD, 20 skews, & roughly 2000 frequencies to abnormal detection and
classification NNs

ASDCNN NNs take about 12 hours to train

Classification NNs trained on supports & known man-made and environment signatures. Have 45 hidden
nodes so about 3 examples/weight.

3 min/classification NNs iteration with typically 500 iterations

Results/Performance

6 unknown abnormal behaviors detected
—  Similar abnormal behavior classified correctly
5 known abnormal behaviors detected/classified correctly
8 of the 10 medium events ID’ed by customer detected
— other 2 events had no/little data above min. threshold
32 ASDCNN -only abnormal event tracks detected
— 11 new abnormal behaviors documented
Trained EMI events detected by classification NNs
New support behavior detections classified as supports for retraining
Performance will improve as new abnormal and support behaviors are classified, NNs retrained, and as
tracking is added

3.3 Abnormal Signal Post Processing
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Additional information was combined with ASDCNN’s outputs and in the automatic post processing that occurs
when abnormal signals are detected, including the list of known offenders, known live space catalog objects,
(eventually all objects on the space catalog to determine if an object disguised as space debris is actually a jammer),
and orbital calculations to determine which space objects are in the angular vicinity of the satellite being
communicated with. ASDCNN and its post-processing now automatically identify new candidate known offenders
from the live space catalog. Additional processing now automatically uses the orbital parameters of the known
offenders to predict future EMIs based on the current satellite communication schedule (i.e. to predict when these
same objects will cause the same type of interference on the same channels at different antennas and for different
supported satellites), and these can be automatically scheduled around, or, alternatively used to inform the SOCs and
ground antenna operations personnel of potential EMI problems with specific supports.

A final necessity for ASDCNN is an additional layer of reasoning and processing logic to take its many, many
analog outputs and transform them into much more clear and concise classifications and recommendations. Any DF
or satellite communication antennas that are supported by antenna data storage server will be supported by the new,
improved ASDCNN and the entire RAPTOR architecture. As is clear from this discussion, the normal ASDCNN
outputs will be highly processed and reasoned over to generate these predictions and detections for display in a
clear, concise, and easily understood manner.

3.4 RAPTOR Scheduling

Using the SOC MIDAS variant, the SOC RAPTOR agent formulates requests from mission objectives, payload user
requests, user input, downloaded maintenance and launch schedules, predicted EMIs, and from interpreting
telemetry and data feeds and passes the requests along to the central RAPTOR agent, which will pass back a
deconflicted schedule. The SOC agent, based on the constraints, special cases, and other SOC-specific knowledge,
will accept or reject suggested resolutions as well as make its own suggestions. A similar process would occur for
changes to the real-time schedule where changes could come from the SOC (in the case of vehicle emergency or
suspected satellite attack or EMI), from the central command and control agent, or from a ground antenna site if
EMI is detected in real-time and classified as a problem that the operators cannot solve. Detected and predicted
EMIs not scheduled around are displayed to SOC personnel and include the classification, type, source, and likely
channels for the interference. Based on this information, the SOC can contingency plan for if the EMI actually
materializes. If the EMI source is a LEO space object, for example, they will likely just live with it and wait it out
since it will be very short duration. Alternatively, they might consider using an alternative communication channel,
if possible.

3.5 Display
An additional layer of processing looks at the Abnormal Signal Detections for the Direction Finding (DF) and

satellite communication antennas at a specific site to provide higher-level fusion and understanding. For example, if
many channels are being affected, that may indicate jamming and at least indicates a high power source. If the DF
antenna is also picking up the signal, a range of azimuth angles can be determined. If the interference is occurring
on multiple antennas at a single site, that should also be considered and used to determine azimuth and elevation
limits of the interference as well as the location of the likely source.

The outputs of ASDCNN must be reasoned over, processed, and displayed in a clear, concise, and intuitive manner
to different types of end-users, based on their specific tasking, decision processes, and needs. The different
RAPTOR user interfaces include systems for the SOCs, central command and control, commanders, and the antenna
stations.

The SSA User Interface displays current and predicted EMI in a global, graphical interface. This is currently based
on a 2-D map earth projection but could also utilize a 3-D globe projection. Status of antenna stations are
represented by graphical icons corresponding to their antennas and important equipment shown on the global map at
their approximate locations. EMI detections from ASDCNN are processed into a Red/Yellow/Green status for the
electro magnetic spectrum associated with each antenna. In general, each antenna icon represents the status of 4
items: EM spectrum, antenna, ground equipment, and links.

For example, the Antenna status might be green and the ground equipment yellow, indicating some degradation but

still functional, and the electro-magnetic spectrum might be red, indicating significant EMI across all or most
channels and in all or most directions (jamming). Similarly the comm. links to/from the antenna stations may
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indicate that some are up and some are down. This type of information would be replicated for all the antennas at a
site (plus the DF antenna), and all sites could be displayed on the global map.

The color of the electro-magnetic spectrum would be indicative of the amount of unauthorized energy in the RTS or
DF. If the EM spectrum representation had N lines, the color of each could indicate the status of that channel (out of
20 channels). Different positions in each line (channel) could represent different times and be colored based on the
projected and predicted status of the corresponding channel at the corresponding time. The DF antenna icon should
also indicate whether it is still moving or not (i.e., it has stopped rotating). All this information is useful to the
SOCs.

A future RAPTOR agent for the strategic commander would receive the published deconflicted and current real-time
schedules and detected (and potentially predicted) EMI and RFI events. These could be displayed to the strategic
commander, presumably using existing 3-D JMS displays as well as additional but integrated RAPTOR time
sequence displays for the satellite support schedule and future pass opportunities. The strategic commander could
investigate the impact of various COAs, such as temporarily bringing down an antenna or site or skipping a
scheduled pass. This impact would have to be calculated by rescheduling. For example, if the COA is to skip a
support and it turns out that support was to upload the command to gather intelligence and there is no other pass
before the intelligence gathering opportunity, the intelligence download support immediately after that opportunity
can also be deleted (thus freeing up resources) and the impact will be to fail to gather that intelligence.
Alternatively, if the command upload pass can be rescheduled in time, there may be no mission impact. Also, if the
original pass was a routine health and status check, and the satellite is not in any danger, the mission impact to the
missed pass may be negligible. The strategic commander, if he sees a pattern to the asset attacks and failures, can
enter warnings about predicted future negative events regarding satellites, antennas, or regions of space and these
will be sent to the appropriate RAPTOR agents and handled appropriately (including both human user notification
and scheduling to avoid them).

3.6 Communication between sites

The various SOC sites and central command and control location will need to communicate information about their
schedules and requests amongst each other and with planning and scheduling agents. Additional communication
will be required with the antennas and strategic commander as well. All communication is required to be secure and
quick using industry-standard protocols. The types of information include SOC schedules (satellite ID, StartTime,
EndTime, StartTimeWindow, Site, Side, PrePassTime), orbital data such as Two-Line Elements (TLE) sets,
requested changes to a schedule, and acceptance/denial of a requested change or suggested alternative.

We have implemented all SOC communication using Representational State Transfer[3] or REST. A RESTful
communication interface is essentially a web service running on the same machine as the component. RESTful
communication interfaces do not require special-purpose middleware and rely on simple HTTP or HTTPS
connections. They provide a flexible API that can be accessed by a variety of different applications. In order to make
our RESTful communication interface secure, we use an industry-standard, two-step approach. We encrypt the
RESTful communications using SSL/TLS, thus adding the security capabilities of SSL/TLS to the HTTP interface
(called HTTPS).

The information communicated between SOC sites needed to be represented in a language-independent format. We
chose the JavaScript Object Notation (JSON), which is a lightweight data exchange format and a text format. Given
the approximately 600 total SOC support requests per day and that each request consists of only simple text, the
bandwidth requirements of using text for these requests is minimal. If bandwidth becomes an issue, various
compression schemes are possible with any of the representations. Change requests will be even smaller and can
also be easily handled with minimal bandwidth.

4. CONCLUSION

RAPTOR has been prototyped, demonstrated, and full-scale development begun. Halfway through development,
this has created an initial RAPTOR version which was demonstrated and well received. The demonstration showed
many benefits:
* RAPTOR improves operations by automatically detecting and classifying EMIs and making appropriate
recommendations.
* RAPTOR improves schedule timeliness by automating the scheduling and deconfliction process.
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*  The current ASDCNN system has already been successfully used to detect over 150 EMI events. These
detections improve the understanding of satellite support issues. However the current version of ASDCNN
being used is more labor intensive than it needs to be, especially for training and retraining the neural
networks. We are developing a turn-key ASDCNN abnormality detection and characterization system that
automatically maintains its capability to detect, characterize, and fuse multiple sources of information to
report satellite control network status to its users and support scheduling to avoid EMIs and
recommendations to mitigate those that are not avoided.

Development work on the full-scale system continues.
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